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o the wewes of hammte changs

mal mvere A regonal cnaperanion 18 the need of the howr for India,
Palastan,  [Thotan and Ranpladesh  The Mekemp  River

Introdaction
1 At it 12 emd. 0 the present world nothig comes without a cogt and m

‘ ‘ hiahed mndet the Medong Treaty hae deve \opwd a program, 2 butineet world, onlme thoppmng of e commerce 13 not an exception this. A
sy .‘k: mate  (hange and  Adaptation Initishve A smlar | B pustomer hae unlmded chowee over this platform. he can fall a victim to the =
m v . ) N , -
st Commisman mue be cutahlighed b B tresty amongst India, China, fshoice which 11 made remlable 0 him and we see that a customer ¢pends &

fesh. Rhustan Nepal and Pal tetan 1o address and govde them on climate amount of ime on this platform without makmg any final decision ¢

and i mmpact on watrT resourect aourced (rom Hipalaysn placrery

psoon. mnce hoth the sources ar dearty st nek due to global warming I e-crvmmerce one of the major options for purchase from the [nternet

Bat, goods can be bought through debit card, credit cards, payment
ont peway platforms such as Paytm. PayPal, ete It s thus qmite posable that
:mmmm! community, through the UN, responded 10 the threat
sty change i the JORDs ms B PrOCMRIONATY moazare Over dooades, the
of Gwrem of chmate change due 1o global warming and e cascading
‘ oo waEicr Fesuroes. orop wRieT roguiTement woll maowsture, efc . has
ood to a senows level, whach cannad he wnored The Pars Agreement (0
commutr Ow mtemational  ommmunity W puerac then offorts © luvfnt
| warmmg 0 1 $°C abowe the preandustnial lima The Nows of 1GD
¢ depending on Himalava placren and monscon are at ek from plobal
wng The IP(X ndior hased on GOM are madoquats O face the threat
ymate change and D IMpAct On WELST FERETORY m IGD basina The
ehom a the plobal lovel must he tramsdsted smto regwonal predictions by
ascaled modchs fon botter preparcdnos The India, Pakistan Rangladesh,
ol Ohmae and Bhutan, & hasin States. owe aa oblgaton w cach other to
otionalizc and condudt downscaiod studir 1o ace the ~euul of climate
e and 1 cascading impact On WRD! FTSOUrOEs of IGB basins as the
m\mmmmntmdnnwdh UN m the 1950y

oh cutomers may (all prey to security and privacy mssues when shopping
B e | Hlowever, with the option of COT) (Cash on Delivery) the msue of

vecy and secunty can be seen solved to certan extent as the customer who
s for COD may not be required o forgo personal detuls, however, still the
1 of defect in goods of deficiency in service persists m an onhne purchase
tion ’

In the recent imes the internet has grown as an mmportant component
bt quick and raped purchase revolution which has breached mto the busy
Ifestylc of the consumers Whether it is for the purpose of commumication or
Ioloration, connecting with people or any official work, Intemet = the go ©
pol for all this activitics With all these advancements the consumers are now
Biming morc and more towards ¢- commerce for buymg of goods at an
rdable price’. Thercby, what we sce 15 that, with the growth of mtemet it

Law, Bangalore University, Bengaluru

W'Rescarch Scholar, University Law College & Department of Studics in Law,
Bangalore University, Bengaluru & Asst Prof SDM Law Collegs, Maagalum.
Saher Owais Talib, “E<ommerce laws and regulanons m Inda™, Volume 1, Lisue
4 Intermational Jourmal of Multidisciplimry Rescarch and Development, p 66-67
(2016), avaiable ar hup //www allsubjecyourral comarchivew 2016 Aol
issuc4/3-4-30 (last visited on Jure 17, 2020)
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has Tad o the gronth of new developments such as ¢ commeree. mtemet of’

things. Aruticual mtelhaenee, ete

The custemers Bhe never before are buy poods and avanhing vanous
senvices on the ¢ commeree platform Tl weeently . people used to book train,
arr or movie tickets onhine, but now they use 1t to purchase clectronic.

Jclothing. home and Nitchen items. grocen and houschold supplies and beauty
and health products and the hist goes on This change has happened due to the
fact that people have realized the conventence and most importantly time
saving factor. added with discounts and deals available online.* This has led
the people from traditional physical stores to a virtual store. Thus. what we
see s that. to reach and target such tech savvy consumers, a ficrce
compctition 1s scen amongst ¢ commercee tech giants on the web

E-Commeree as a concept has evolved and developed in nations such as
United States These nations have put in place appropnate laws and enough
nfrastructure to deal with the needs of online consumers. Thus has helped the
consumers not only to be secure by complying with the laws of these nations
but also helping the nation in increasing its GDP*

E-Commerce in India can be scen from a totally different prism. It has
cmbedded within 1t all the advantages of commercial viability and profit
making. However, on the rcgulation front. we do not sce a dedicated e-
commerce law, although we have the Information Technology Act, 2000,
which 1s based on UNCITRAL (United Nations Commisston on Intcmational
Trade Law) model law.® The. main purpose of this law was to grant legal
recognition to all transactions which werc done through clectronic data
exchange or by other means of electronic communication or c-commerce,

replacing the carlier paper-based communication.

Regulating the c-commerce business n absence of one dedicated law
has led to differcnt agencics to intervene to regulate their activities, such as
Enforccment Dircctorate (ED), SEBI and Competition Commission to protect
the nterest of the nation and consumers. Few major complaints-have been in
regards to quality. punty. prce. unfair trade practices and predatoryprncing
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Lacties followed by the Indian ¢ commerce vrants DIt to fcertann
oatent, the Information Technolopy Act. 2000 and  ERGEGHsmmcr Profde tion
\ct. 1986 protecets the consumer against therr unscrupulous explotation

— |
T ) RTINS AP — /
| Types of E-Commerce Facilities V4N~ /

./

Elcctromic commerce or c-commerce consists of the Wiving and gelhing,

ol goods and servicing of products or services over computer neiworks  The

Information Communication Technology (ICT) businesses may sce (s ax an
clectronic business application aimed towards commercial transactions

An altemative definition of electronic commerce may be vicwed as the
conduct of business which involve commcrcial communications  and
management using clectronic methods, such as electronic data mterchanpe
and automated datacollection systems.

There are six types of E-commerce/c-businéss types:
\ Business to Busincss (B2B) .
The Business to Business is the onc of largest e-commcrce model
Here, both the scllers and buyers arc business entities. In this modcl the
transactions arc basically between a retailer or a wholcsaler or a
manufacturcr and wholesaler. Further. the transactions of B2B business
modcl are much higher than that of B2C model.
Example: Alibaba: Amazon business. Bocing. India-mart, to mention a
few "
n Business to Consumer (B2C)
The B2C business is the most popular and predominant modcl In tlus
online model. the business sclls goods dircctly to individual customers
This business modcl provides a dircct interaction with the customers
Examplc® Fhipkart. Amazon: Myatra, ctc.”
m Consumer to Consumer (C20)
The consumer to consumer: or C2C business model involves o
transaction between two consumers, i¢ citizen to citizen. The best
example of this modcel would be online auctions wherein a customer or
visitor or seller posts an item for sale and other customer or potcntial

Ihed

0 Types of E-<commerce Business Modcls. ay ailable at.

htps //Www rapportrix.convo-ty pes-of-c-comumerce-business-models (last visited
onJune 17, 2020)
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However, i such tansactions the thind party
Notmally, C2C business requires
knowledpe as these sites act as

buyer bids o purchase it
generally  charpe o comnussion
mmense planmng and marketing
mtermedianes to lmn,x the customors lup.clllcr.
Examples cBay, OLNX, ete'"
Consumer to Business [(&d1)}
The Customer (0 Busimess or C2B mode! involves customers sclling
therr products or services to business. It is a typical model where a sole
propuctorship/ — entreprencur  are serving  larger  business.  What
differentiates C2B from other business models is that the value for the
products s created by the customer and this caters 1o the needs of
freclancers, who fulfil (he Biven needs of their clients. In addition to
this we see customers provide advertisements/reviews o goods or
services i exchange of moncy.
Example An influencer advertising the products of a company amon, yst
hus followers "
Business to Administration (B2A) / Business to Govemment (32G)
The Business to Govemment (B2G) is also referred (o as Business to
Admimmistration (B2A) commerce. Here we sce the government and
business houses use central websites to do business with cach other,
This can be scen in pubhc scctor marketing, which means providing
products and marketing services at multiple government levels. In this
govemment opportunitics, such

modcl, the business groups can bid on
as tenders auctions; online application submissions and providing IT

support to the local govemment bodics.'
(C2A)/ Consumer to Government (C2G)

The Consumer 1o Administration (C2A) or Consumer to Govemment
(C2G) model cnables the consumers to post feedback for .thc
service/facility provided by the government or request for information
in regard 1q public scctors services/facilitics directly to the government
nmt:lrﬁhm‘fb( authoritics’ websites.
ixampfc! paymgent of “elgctricity bill, payment of health insurance, payment
f taxey, ete ' A ..l‘\

I ') ey
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I I - Commerce and Security Issues

The assets pencrated in Licommerce need to be protected  from
unauthorized use; unauthorised aceess, alteration or destruction of their data
Duc o seeurity issucs the consumers fear the loss of their confidential
mlormation and c<commerce businesses fear to the loss duc to break-ins We
Nee a great number of issucs associated with e-commerce sccunty, be it social
or-authorttative in nature. In regards to authoritative process we need to
dovelop a proper chain of management for interconnccting sccurity policics
wnd its implementation through sccurity tools Further, it is often scen that in
Kocunty lapses it is cither the employce or users who are weak, rather than the
technology, leading to sceurity breach. Onc of the major problem or congem
v the lack of willingness amongst the users to adhere to basic sccurity
practices or guidelines when using ¢ commerce facilities. Example: Storage of
pusswords in uncncrypted files; do not update their operating systems or

browscrs; ctc,

A few security issucs involved with ¢-commerce are as follows:

I, Denial of Service: In a denial-of-service (DoS) attack the legitimate
users are not allowed to access the information Systems, devices, or
other network resources because of the actions of a cyber threat actor.
The various forms of scrvices that could be affected arc websites, ¢-
banking facilitics and other scrvices that depend on affected computer
or nctwork. In a denial-of-service attack the targeted host or the
nctwork is flooded with huge traffic till the target cannot respond or
simply crash thereby preventing the access to g legitimate user. Thesc
attacks affect the ¢-commerce business both jn terms of time and
money as their resources and services are not accessible to the
consumer. DoS attacks have grown into a complex and sophisticated
attack as “distributed denial of service™ (DDoS) attacks.

. Unauthorized access: In casc of unauthorised access a person obtaing

logical or physical access to a computer system, its network, the
applications and data involved or any other resource | without duc
permission,
Credit card fraud: In recent time's Credit card fraud are the most
common sccurity threat faced by online retdilers. This occurs when a
cracker/hacker gains unauthorized access into customers personal as
well as payment data. To access this, the hacker may force himself into
the database of an c-commerce site with g help of malicious software
programs - The data colleered g oflen seen sold in the black nearhet
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Phishmg Scams  E-commerce sites are not mmmune from phishing
scams With the use of socal engincenng. consumers may be lured 1o
onlme shoppeng sites, through emails sent from known or unknown
poopic and tarpet the logm credentials and credst card numbers, by
forcmg them o dick a Iink which resembles Gcommerce site

Security for ECommerce Applications
To counter the secunty ssues few bc:tpﬁamt}rzxmbca.:‘.opzdm

as follows

Encrypuon Encrypuon of dzta 15 2 mode of scrambling data whereby
only sacuoned parties can understand the mformation provided. In
techmscal sense, 1t is the process where a plamn tent 15 convented into 2
apher text In simpler terms, 1t s a process where readable data s
altered © 2ppear 10 random This process requires a key, 2 set of
mathemancal values (2n algonithm), which is available with both the
sender and reapient of message This process helps o secure stored
mnformation and mn securs information transmission ¢

Scozre - Hypenex Trasfer Protocol (S-HTTP). The Hyperiznt
transfer protocol sccure (hups) 15 a secured version of HTTP. Itisa
primary protocol that 1s used o transmit data between the website znd 2
web browser HTTPS 1s always encrypted so 23 to increase the security
of data transfer Why 12 «t important in e-commerce, because in 20 e-
commerce websits the consumer trznsmits sensitive data such as login
credentizls, baniung details, purchase history, etc

Digrtal Signature: A digital signzture can be said as an electronic
equivzient of 2 indrviduals physical signature. It is 2 mode that provides
guzrantiee W the users that mformation has not been modified or
tzmpered with. This helps in venfying the identity of the organization
or zn indrvidual. Normally, digital signature 1s a hash of the message,
which is encrypted, with the help of 2 public key and private key. These
signatures zre bauczlly used to authenticate a website or to establish zn
encrypted connection between users.'* '
Digital Ceruficste: A-Digital cerificate is an electronic credential
which binds !t}d:‘nk/f;./'qfa centificate owner to a pair of encryption

Samacnh Kurmar Maos§z a0d N, Pratap Bhasrat, “Cyber Security, Issue and
Oaﬂar;:tmb(m.:mw:'}té' ie at
tatpn Jrwwa weridwidejourtals mipanpex/recent_issues_pdf/2016/Jzmzary/fams

ary 2016 148339747563 pdT (last sisited on Junc 17, 2020)
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bevs. onc public and onc pavate, which are wscd o cenypt and uga
daty/ mformauon digeally A digrtal ceruficate ensurcs tha the public
kcy obtamed i the ceruficate belongs 0 the mdividzal © whom the
wrtificate has been issued and thershy venfics that the indivadugd
scnding a2 message 15 one who he clums © be Nomgpally, 2 dignal
ccruficate 15 1ssued by an authonsed third party insutution kncwn gy
arufication zuthonty. The cemificate comtzins the pame of the
ompany or the entity, the public key, 2 senal pumber 2llomad to the
dizital certificats, an ssuance and expiralion date, the digstal signatury
of the centificating authonty and any other identfying data 7

'rhcscbeamcesmdmbcadopwdmo.:d:bmmd_’a
confidentialnty, help i authentication and idenuficztion of service providers
mdt:scrs.mhz\emmud;mmzimzinthcm’gh}'cfﬁc(‘zzz:dm

1o 1t that there is non-repudiztion of datz.
IV.  Cyber Security Laws and Policies regulating E — Commerce in
India

T}::lan:rhalfof%'ssawn'emndasgxmﬁmgobahmgumd
computcnzation. Countries computerised their governance systems 2nd e-
Commcrce  saw  enormous growth. Whereas, [zmational tads and
g lransactions till then were predominantly done through documents transmutted
& cithcr by post or telex only. Similardy, in the zdministztion of Justice,

© evidences and records were paper based. However,

8 computer or an extemal storage.

In this regard, 2 Model Law on S-commerce was adopted m 1996,
known as United Nations Commission on Intemational Trade Law
(UNCITRAL). In January 1997, the General Assembly of Unitzd Nations
pns:odaresoluﬁou,reammcndingaudwnaﬁmoﬁchnnzd." N
Bive favourable considerations in adopting the szid Mode] }Ld:
provides for recognition to electronic records }?’é[’ 8 2\
The Government of India in order to facilitate c-commcc*k&d.pm(%\f
kegal recognition to electronic records and digital signarures realized the 02
o introduce 2 new law znd make sustable amendments o the existne lans

W
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P R w e en Wimeat of ntoaomatnon Technolgy Ao, 2000 (1T Act In
BB W s v lana codakind i the Tatiimaton technology Act, 2000
IR AW o nies a aal miiastineture g covmmene and thereby having a
RIS (i edasiesses and the Bt ornew aconomy ladha

Ut the 11U At eandy b commal offenees that could be comnutted in
TINIIMEIS Ay i uaden the Rdlon m oftnees
U Unauthoisad acvess acking) e oftence of hacking s covered
W sovton 43 and oo Athe 11 At W states that amy person accesses
N OIS O ompaten sy stem Without due pemussion comnuts an
ORI wandey SN0 he shall e pamshable wath m\g\nmmﬂcn( for
AR up O3 veans ot fine WP 008 Lakh tupees or both '
Uample I an cmploves ot a smpany (@ <commerce fuant) who has
AN W the contidennial data and sunvey reports, helps a competing
S\Mpany gam access to this wthmation through their nctwork, then he
shall he hadle for the w g of providing unauthonsed aceess and thus
hahk
Demaal of Senee The offenee of Denial of STNICE 18 covered under
MO provisions, Sectron 43(0 and section 66F of the 1 T Act, w herein
the cardier provision 1s A genenl law applicable in cases of DoS, where
as the latier section 1s Aphicdble in cases of Do§ w huch s in the form of
A0 ber konam act The pumishment for offence under section 43(f) is
Impasoament up 1o 03 vears or fine up 1o 05 lakh rupecs or both and in
Qase of sachon ook if 15 'mpasonment up to imprisonment for lie. "
Example  The hackers ook out for the loopholes in the app software or
web basad senver sothware to either erash it or hang the application or
they may make the seners so busy that legitimare quest connections
would fal thus denying the customers access to the site and in tum
affect the busmess of the ¢ commence companies.
Plushung / 1dennn theft / Frand The oftence of Phishing is covered
under sections 66C, 60D and 74 of the I'T Act. Section 66C provides
for prosccunon of a person for phishing attacks or wdentity theft and
shall be punished with impnsonment up o 03 years and fine upto 01
kb rupees? Secnd 66D covers for acts where there s cheating by
porsonation and \b:l\' be pumished with mpasonment up to 03 years
aad fine VR0 O1 lakh pupees: Section 74 deals with creating fraudulent
=
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7
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Cosynatures and certificates and shall be pumished with impnsonment
up to 02 years or wath a fine up to 01 lakh rupees or both **

Example A hacker pretends to be e~commerce company to the
customer who already is a subscriber of it by sending a email and then
the hacker may request for personal data or install a malware, and the
customer thinking it is the ¢-commerce_company, Interacting with him,
may share the data or click on a link for offers and thus installing the
malware and become a vietim of phishing.

Iv Breach of confidentiality and pnivacy : Section 72 and 72A ofthe I T

Act, deal with breach of confidentiality and prvacy and disclosure of
mformaton in breach of lawful centract. The punishment under section
72 is with imprisonment up to 02 years or with a fine up to Ol lakh
tupees or both and in case of section T2A it is with imprisonment up to
03 years or with a fine up to 05 lakh rupees or both '
Example: The customer in order to purchase a product on an online
platform may provide his credit card details. Here if the card details are
leaked out in public domain in breach of confidentiality agreement, the
person who leaks such information shall be held liable.

v. Data Protection : In cases of failure to protect data, section 43A of the I
T Act, states that the corporate body shall be liable to pay compensation
appropniately, if it is negligent to implement and maintain reasonable
secunity practices and procedures.®
Example: The e commerce entities deal with lots of data, be it users
profile, their choice of purchases, payment details etc. Here the
company owes the duty to Protect such data, in case of breach of data
protection, the entity will be held lable.

In addition to the provisions above stated, under the Information

making power of IT Act, such as: The Information Technolog_\' (Reasonable
Sccunity  Practices and  Procedures and  Sensitive Personal Data or
Information) Rules, 2011 ang Information Technolog_\' (Information Secunty
Practices and Procedures for Protected System) Rules, 20181 mn;nﬁ‘on a
couple of them. In addition to these rules there are secmr\nl'fC\bc:r secunty
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relarad compliange rerulations such as for banky

and non banking financial
mstitution

Further e National Cyber Secuniy Policv, 2013 18
and at caters o the whole Spectiim. of
I\'\'hnnlng\ UCT) users

anevolving tagk
Informanon and Communication
and providery nchiding home users and  smal,
mediim ang lanee CRtephses and BOVYCmment ang non Bovemment cntilies. It

SEIVeS as an umbrel, tamework for defining ang suding the actions relating
o secunny of ¢y benpace

Conclusion

I commerce as a busmess model 15 connected witly v
such ag Informanon Communication 'l'cchm)log_)-,
Manufactunng, mport and expon, foreign direet investment, consumer
pProtection and so oncand due do thys hterconnection of ¢ “commerce with 5
‘anety of sectors, umerous laws, nyles and regulations are applicable in this
ard and this s created g daunting a5k for law makers and Jaw
cntorcement agencies, especially in respect of nmmlmning the cyber security
andards on par with 'ntemanonal standands With flaws ang loopholes in the
aw and lack of stnet enforcement of these laws, the cyber offenders gct away,
Ml 1o leave the consumers or ¢<commerce busincss enterprises  victim of
Anous eyber cnmes and 3 mere spectator of these acts.

anous scctions
bankmg, retail,

These concems have reached ar the highest Ieve] of Indian govemment
nd in ths regard draft ¢commerce [aw/ policy for India are being looked
Mo In addition, under the pew Consumer Protection Act, 2019: draft E-
mmeree Rules under the said Act s been discusscd by the law makers. The
“tsonal Data Protection Bill, 2019 secks to provide for protection of data and
Nacy ofindividuals, w hich could be seen applicable in ¢ commerce as we]|.
ith all these new laws, rules and regulations being in the process of
acment. there scems 10 be a positive ntent from the Jayw makers to cater 1o
* noed of adequate Cy bcr\Secum_\ In ¢c-comunerce.

Prevennon'ys h;;uc; it chre, thus, sclf regulation remains to be one of
Moneed dere TNCCAz NS A ber crimes in c-commerce ag fraudsters are
b 10 g dvantace-of horant and crrors made by online shoppers
ot .ull'h\'l\ il belicye that a dedicated c-commeree law for India 1
mod or g Lo f'mJ .lm{mluut the IT Act 2000 10 house c-commerce
ol 18008 18 sy ens doption and 1 should be the 1oy opton of the I
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RENISITING THE ANCIENT IDEA OF CORPORA],
PUNISHIMENT INSCHOOLS: INTHE BEST
INTEREST OF THE CHILD
~Dr. Kim Rochy ¢ outoe
Cluldren are sick of being called “the Suture” They

want (o enjoy therr childhoods, Jree of violence, pew -
Paulo Pinkeiry
It oduction .
Cluldren are the future of the nation They are also among the pagwg
vulierable sections of socicty . Development of the child in safe, sceure ang

Lovonducy e chvironment is in the pest Interest of the child and crucial for (e

holixt srowth of the nation. Children must have access o such an
Wiviionment at home, at school and in theijr neighborhood. Since a cluld
Kpends much of his time at school in hjs formative years, it 1s imperagy ¢ (hat
the wehool iy which he s placed presents an cnvironment free of the threag of

wrpotal punishment, which facilitates the leaming of subjects, skills ang
values

lnlcrcslingl_v, onc finds that education in ancient India hag 1ts focus on
tho mtctlicetual development and character building of the leamer I twin
objectinve of the traditional system ofleaming Was to create usclul ang pood
Pernons iy society. In the case of a delinquent leamer, the punmishinent way
muted out with the objective of self-reform, implying the correction of
Whniphteoys behaviour. Observanccs of fast and such other spiritual mfes of
alinenient by crring students were generally advocated for the purpase 4y
fuole fiom a verse in the Manusmrigj “Let him pupisp, /im/\ﬂrl
imoniion, afterwards by (hamh)reproo[ thirdly by a_/jny{[W-- "

v poral punishmeny \

haw mdergone several changes. The use of corporal puhfélh)l;’l}\l,nﬁ Sclund
i I In addition, ph'_s.\‘rc;lp Junsshiowcuy

AL P’rofessor, v M Salgaocar College of Law.
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