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Abstract: Cyber criminals enjoy the anonymity and lack of territorial jurisdiction or boundaries in cyberspace, making the internct an
attractive tool to commit crimes. The conventional crimes are now seen to be committed through Information Technology devices such as
computers and mobile, These criminals are not effectively tracked through their [P addresses due to the availability of technology to fake
1P addresses or use proxy 1Ds and such criminals are flourishing in their criminal activitics. The social networking websites. E- commerce.
I:-Banking have provided a platter to commit various crimes on these platforms, where adequate security measures are not adhered to.

With the technological development there have been new forms of cybercrimes which are seen today. The various forms of cybercrimes
which we can say were traditional are still prevalent; however, there are new forms of cybercrimes which are evolving and being seen
affecting individuals, The law seems to lack the pace to evolve itself to this fast growing technology and the evils that come along with it.
T'his paper intends to highlight how cyber crimes are evolving to new forms with the advent of the new form of Information Technology
and in this context it states how new technologies are evolving and new forms of crimes are seen in and around us. The paper attempts to
make a few suggestions with regard to self regulation that can be taken up by the individual rather than waiting for the law to help after the
commission of the crime.

1. Introduction

The Millennial is scen to be dependent more and more on information technology in the present day era. The internet and
technological advancement have made the world a global village. This has brought about a lot of opportunities which could never be
dreamt off. With access to the internet and information technology devices like cell phones, laptops, tabs, etc. communicating with people
in the remotest arca has been made possible. This has led to the development in major areas such as commerce, entertainment and

governance.

The place where we find these people coming together virtually is known as cyberspace. New technological advancements were
seriously taken up in order to enlarge the scope of commercial activities and reaching to each other even in the remotest places for business
and other activitics. These technological advancements indeed have benefited most of us and have become part and parcel of our daily life.
However, as we were blessed with good things, evil aspects also come to be part of our lives, similar to that of as in the case of the real
world too. With every positive or good technological development we have seen loopholes or negalive aspects also being part of such
advancements.

The criminals who are found in the real world have become anonymous in the virtual world, making it difficult for the
enforcement agencies to catch them and prevent the crimes in cyberspace. The Law Enforcement Agencies and the Law Makers have
grappled with these probleggs in the 21st century. With Cyber Laws in place, it tries to touch all factors and activities on the Internet and as
a whole in cyberspace. | er, with innumerable opportunities that have been created by technological development. it has become a
haven for cybercriminals.

IL. Defining Cybercrime

The word Computer crimes arid Cyber crimes are often used interchangeably. However, according to Donn B. Parker,
distinguishing the two, he states that comput ime is one in which the criminal uses special knowledge about the computer technology
and cyber crime is one in which the criminal u? -cial knowledge of cyberspace.!

As per the U.S. Department of Justice: . illegal act requiring knowledge of computer technology for its perpetration,

investipation and prosecution”?
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According to OECD: “Computer abuse is considered as an illegal, uncthical or unauthorised behaviour relating to the automatic
processing and transmission of data™

It is interesting to see that the Indian legislation that is the Information Technology Act, 2000 does not define cybererime or
computer crime, but the 2008 Amendment Act to the Information ‘Technology Act, 2000 has used the term “computer related offences™.

However, it is also interesting to see that in few of these definitions the term internet is rarely used, where in fact cybercrimes can
be seen as products of the internet.

I Growth of crimes in Cyberspace

In understanding the term crime one has to sce both crime and law together. As the criminal jurisprudence state crime s an act
which has violated the law of the land of a particular nation at a given time. However, due to the fact that law has not been uml\crsull,\
defined, an act maybe crime in a particular nation and not in another. 1t is here that moral sentiments of a society may also be a factor to
term and act as a crime.*

In regards to computer crimes, a computer can cither be a “tool™ or “the target”, in order to perform an unlawful act. Where
computers are used as tools, it may be in furtherance of conventional crime and in certain cases it may be the target. With the development
of new technology and a realisation that such new technologics have become an integral factor of human lives, crimes that have cv ol_\ ed
through the use of such new technology are bound to affect the rights of an individual as well as the socicty at large. And thus a nced arises
to have a sound legal regulation in place to cope up with the fast changing technology.

In the present day scenario we see phishing attacks increasing at a very high rate, similarly the effects of ransomware arc also
quite visible. We sce a reasonable increase in cyber crime, which the experts agree on and say it's getting worse. There are several factors
which are causing this and the impact of it is felt in the short-term and beyond. A few to state are®:

1. Lack of awareness
Lack of awareness can be considered to be one of the important factors for the growth of cybercrimes. It is seen that
those individuals who lack awareness are found on the receiving end of crimes and scams. This human error in cyber security is
one of the leading causes for many Cyber crimes.

(]

Lack of training to new internet users

In the last decade, the number of users using internet has doubled, over half the population is online and millions of users
are coming online every year. What we see is the rate at which the new internet users are educated, is being out paced buy
number of new net users. And this has led the new threat actors to go online and pull off a quick scam.

The other reasons for the increase in cyber crimes may be due to, low cost and high payoffs to the hackers, usage of public WIFI,
usage of Cloud and IOT devices.

IV. Changing nature of Cybercrimes

Cybercrime has now turned itself into an industry, an industry which is evolving at a high rate. This industry is seen to be built on
enterprise data (data stored by companies). Data has now taken centre stage in today's digital environment. To put in simple terms, data is
everywhere now, available through many applications (web or mobile based), which is accessed by many people and the cyber criminals
have many places to sell it now. We now see that many criminals don't get caught today because of the combination of Bit coins and Dark
web, which in turn has reduced the costs and dangers associated with being cyber criminal now.®

In the present day, the economy is knowledge driven and companies now have two important assets:
i. Data
ii. Applications (Ap;fs%

It is commonly seen noW that cyber criminals make money either by extortion or theft and these methods are put to use to ecam

quick money by targeting the core assets of these companies that is the data and applications.
L]

Extortion or theft can be done through denial of service (DOS) or ransom ware attacks. In case of denial of service, extortion can
be by targeting the company’s applications. g example: in case an individual has his house installed with 10T devices, where the doors.
lights and other utility facilities are connected bygan application through their mobile, the perpetrator may lock that individual out of their
home by denial of service attack and demand for rum{n.,‘a situation where one has to pay to enter into his own house.
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Ransom ware attacks have been in existence from a very long time, however, in the recent times it has b.ccqme more prevalent due
1o the simple ways of not being detected. thanks to Bit coins and Dark web. And then there may be malicious ln5|d.crs. W hp know where
the data is available and can access it in order to steal it for their gains with an opportunity and finally the careless attitude of consumers or
users who expose themselves or their data to be accessed by cyber criminals.’

The trends that cyber criminals are adopting in recent times are®:

a) Advanced phishing attacks ) )

It is seen that new forms of malwares are created every second and phishing remain to be one of the most desired attack
vectors throughout the world.  As phishing sites are online for just a few hours, the percentage of the report of such attacks become
very low and due to this it is stated that only around 65% of URL’s arc trustworthy today.

b) Attacks through Smartphone’s .

We sce today that most of the cyber attacks are through our smart phones, cither due to unsafe browsing and fake
applications. There is a growing trend where we see people trying to manage their financial operations or sensitive data thr.()ugh a
network which is outside their home network. For example: using public Wi-Fi which makes them more vulnerable to cybercrimes or
where money is stolen through UPI( Unified payment Interface).

¢) Home automation and 10T (Intemet of Things) devices

The internet of things industry is expected to grow potentially in near future. These devices are presumed to be safe due to the
misconception that as such devices do not have user interfaces and thus they are not vulnerable. In fact these devices could have the
capability of collecting vulnerable data which in turn could lead to denial of service attack or an entry point for attackers.

d) Use of Antificial Intelligence

Big companies have been using machine learning and artificial intelligence in order to automate their processes and to
improve their overall performance. Artificial intelligence is a technology which has be used and developed by cyber security agencies
to prevent cyber threats. whereas hackers are trying opportunities to be more effective through this technology, which is
cybercriminals now have the potential to use artificial intelligence to evade cyber security and pass through to cyber security filters.

The artificial intelligence has its adversarial impact in few ways®:
5 Impersonation

The Al would be highly tailored and the malwares will have the capacity to learn individual behaviour and
language by learning the emails and social media posts. This knowledge would be replicated by the Al where it would be
almost impossible to distinguish from original communication.

Blending
When an organisation or individual is specifically targeted, the cyber criminals maintain their presence for a

very long duration and move slowly and cautiously in order to evade the conventional security systems. This would
help them to discretely blend in and spread in their digital environment and maintain its stealth capabilities. These
Al malwares will be able to analyse a vast volume of data rapidly, with an advantage to identify valuable data and
not valuable data, thus saving the time and effort of cyber criminals.

iii. Faster attacks with effective results
In the present day, for a cyber criminal to target an individual would require observation of their activities on

the social media and other platform over a long period of time. An offensive Al can achieve the same results in a
fraction of time and in huge numbers. As Al have the capability to evolve at a very great pace, it would be difficult
for a conventional security system to curb it.

e) 535G network
The design of 5G network will take the world into a new era by 2025, where billions of new devices will be connected

through internet and run critical applications and infrastructure at a speed nearly 20 times that the current speed. Here, indeed 5G will
enable great prosperity and help people; however it has the potential to increase the speed of spread of cyber attacks as well.

V. Suggestions for prevention of against Cyber crimes

As the idiom states “Prevention is better than cure”, in cyberspace self regulation can be considered as the most important factor
1o curb the increase of cybercrimes, rather than expecting the law enforcement agencies to catch the cyber criminals.
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Few tops thet can be 2hen o o ;vod being victims of oy bercrimes are:

2) Educanon

By :‘:..c"--_: oncselfl about the various types of scams that exist one can avoid
o ;‘ o shoudd be the '*°v—_& on to protect onesel if arz 2inse \\“g' riminals. For "":"::
TP mvweane | — < i C —‘"‘ < = =
anzmpt 10 hore indihviduals 10 reveal personal data. Thus, if one knows in advance the scams which are prevasent. one =
from being 2 victim of C}t’\‘.‘:?".',‘:\

b)) Software s updated
The opcrating sYysten and security software need to be updated ti

loopholes in sach software and gain acoess to computers and ¢ H‘, devices. For example: in case of ransom ware anacks such a5
B " = ) - < et 1z ad
WamaCn. Windows computers were seen to be affected the most and this was in cases where the operating SySiem Was not Upcaod.

- - - Lond ¢ |
¢ to time. Cyber criminals exploit the lacunas and

¢)  Use of socure wirckess networks:
This can be done by enabling the Firewall on their routers and changing their router
mow the default passwords This further can be stren z‘.h:'“.. by allowing people to access wi

d) Sgong passwonds
A srong ;\m“\ord 2n help secure the information in the long nun, as every service provider reguests t ir subscnbers to
change the passwond frequently. which most often is not taken into consideration seriously and thereby f’ ] prey to oobercrimes. A

password with at least 10 characters containing a combination of special characters. numbers and letters is normally considered

The social engineening C}ter criminals most of the time get personal information from data that is postad or shared p:.""-‘..l’-
For example: in case of 2n nexd to chenge the pessword, one is requi ‘d 10 answer few common security questions such as dogs name
or mother's name. where the oyber ariminals can obtin such informartion from the social media information shared.

f) Eduocate the younger generation’ children about internet

Educating the children zbout the evils of intermet is an important factor. This is because in case they zre experiencing am
form of caline bullying. stalking or harassment. they must have been educatad 1o repont such instances immediately to their parents or
concerned authonities.

g) Use of common sense
In spite of wamings cybercrimes are on the rise and this is due to the common mistzkes people make by responding to spem
emails or downloading attachments received from unknown people. The principle of —click with caunion™ should always be kept In
ind when one ts surfing or shopping online.

VL Conclusion
ndeed 10 protect oneself from being a victim of cybercrime one needs to put in some effort to be safe. There are resources and
tools which can help protect one from cybercrimes and by adopting best practices and few precautions every individual can help in the
prevention of rise 0: C_\bercrime&

The oyber security community can be seen heavily investing in the new future. One of the tools that would be the usad will be
defensive anificial intelligence in fighting cyber anacks, as the new forms of cyber anacks would ourwit the current defence systems.
There are technologies available and the time to prepare ourselves against all adversaries is now.
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